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Chapter 8 :: Topics

Privileged Operations
8.1 Principles of Privileged Operations

8.2 RISC-V Practices
8.2.1 Privilege Modes
8.2.2 Privileged Instructions
8.2.3 CSRs (control and status registers)
8.2.4 Reset Behavior
8.2.5 Traps
8.2.6 Trap Handler

8.3 Test Plan (not covered in slides)
8.4 Wally Implementation
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Privileged operations and modes enable a processor to
enable protection and security and respond to unusual
events (traps)

Issues privileged modes address:

e Basic integer core can access any feature or memory
address, so a faulty or malicious program can crash or
compromise machine.

* Processors must be able to respond to traps:
— Exceptions ( illegal instruction, access to non-existent
memory, etc.)
— Interrupts (i.e., external events like a key press,
timer reaching a certain value, etc.)
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Security and Protection

— Security: general problem of preventing unauthorized persons from accessing a computer
system and mitigating damage if it does happen

— Protection: the specific hardware and software to prevent security
breaches
Privileged Modes (from high to low privilege)
— Machine-mode (M-mode): can access everything
— Supervisor-mode (S-mode): for operating system (OS)
— User-mode (U-mode): for user programs
Traps = Exceptions and interrupts
— Exceptions: from unusual program behavior
— Interrupts: asynchronous, from peripherals
Precise Traps
— Allinstructions before trap are retired (completed)
— No instructions after trap impact architectural state
Control and Status Registers (CSRs)
— Control traps
— Enable optional features
— Include performance counters
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Privilege Modes

From highest to lowest privilege:

 M-mode (machine-mode): can access everything

* S-mode (Supervisor-mode): for operating system (OS)
* U-mode (User-mode): for user programs

Privilege mode is not directly visible to a program.
Programs change it by taking traps or using mret and sret.




Privileged Instructions

Instruction  Description

mret Return from M-mode trap

sret Return from S-mode trap

wfi Wait for interrupt/exception
sfence.vma Synchronize virtual memory (discussed in Chapter 8)
ecall Environment call

ebreak Debugger breakpoint

csr* CSR access instructions (i.e., csrrw, csrrs, csrrc)
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CSR Access Instructions

Format: csrrx

rd, csr, rsl

CSR access instructions:
e CSrrw.:
e CSIrs.:
e CSrrc:

CSR read and set

CSR read and write (rd

CSR read and clear (rd

CSR, CSR rsi)
CSR, CSR |= rsl)
CSR, CSR &= ~rs1)

(rd

Often used in pseudoinstruction form:

s CSIr: CSR read

— Example:

— Actual RISC-V instruction:
e CSrw: CSR write

— Example:

— Actual RISC-V instruction:

csrr rd, csr # rd = csr
csrrs rd, csr, x0
csrw csr, rsl # csr = rsl

csrrw x0, csr, rsl

Immediate versions also exists: csrrwi, csrrsi, csrrci
Format: csrr?i rd, csr, imm
imm: 5-bit unsigned immediate



M-Mode CSRs

CSR__ |Address|Type |Bits  |Description |
Machine Information Registers
F11 MRO 32 JEDEC machine ID

F12 MRO XLEN  Vendor-specific architecture ID

F13 MRO XLEN  Vendor-specific implementation ID

F14 MRO XLEN  Unique hart ID within the system; one hart has ID of 0
F15 MRO XLEN  Physical addr. of configuration data structure, or NULL
Machine Status and ISA

300/10 MRW 64 Machine status register

301 MRW  XLEN Instruction Set Architecture

302 MRW XLEN  Machine exception delegation

303 MRW 12 Machine interrupt delegation

_ 304 MRW 12 Machine interrupt enable

344 MRW 12 Machine interrupt pending

305 MRW XLEN  Machine trap vector

340 MRW  XLEN Machine scratch register
m_ 341 MRW  XLEN Machine exception program counter

M 342 MRW  XLEN Machine exception cause
343 MRW XLEN  Machine trap value




S-Mode CSRs

CSR____ |Address |Type |Bits |Description

Supervisor Status and Protection/Translation
100 SRW 64 Supervisor status register

180 SRW XLEN Supervisor address translation and protection

Supervisor Traps

SRW 12 Supervisor interrupt enable

SRW 12 Supervisor interrupt pending

SRW XLEN Supervisor trap vector

SRW XLEN Supervisor scratch register

SRW XLEN Supervisor exception program counter
SRW XLEN Supervisor exception cause

SRW XLEN Supervisor trap value

SRW: S-mode Read/Write
MRW: M-mode Read/Write
URO: User Read Only




Counter CSRs

CSR___ |Address _ |Type [Bits [Description |

306
320
BOO / B8O
B02 / B82

mhpmcounter3/h [ELEFAEE

mhpmcounter31/h AL
mhpmevent3 323

mhpmevent31l 33F

106

C00 / 80
C01/ C81
C02 / C82

hpmcounter3/h  [eicFAe:E

hpmcounter31l/h [exiFAe]:

MRW
MRW
MRW
MRW
MRW

MRW

SRW
URO
URO
URO
URO

32
32
64
64
64

XLEN

32
64
64
64
64

Counters

Machine counter enable

Machine counter inhibit

Clock cycle counter

Instructions retired counter

Other hardware perf. monitor counters

Hardware perf. monitor event selector

Supervisor counter enable

Clock cycle counter (read only)
Hardware timer (read only)
Instruction retired counter (read only)
Other hardware performance monitor
counters (read only)




* Most complex CSR

— mstatus or sstatus (when referring to either, we use
status)

— mstatus can access all bits of status register

— Ssstatus can only access a subset of bits of Status register
* 64-bit CSR

— RV64: status (64-bit register)

— RV32: status/h (two 32-bit registers)

Rv64 mstatus:

mstatus
sD WPRI MBE | SBE | SXL[1:0] UXL[1:0]
63 62:38 37 36 35:34 33:32

WPRI  [TSR| TW [TVM|MXR|SUM| MPRV | XS[1:0] [FS[1:0]| MPP[1:0] |VS[1:0]| SPP | MPIE |UBE| SPIE | WPRI [MIE | WPRI | SIE | WPRI
31:23 22 21 20 19 18 17 16:15 14:13 12:11 10:9 8 7 6 5 4 3 2 1 O
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Similar, but SD (state dirty) in bit 31 of mstatus, for easy access,
and SXL and UXL not supported.

SD WPRI MBE SBE SXL[1:0] UXL[1:0]
63 62:38 37 36 35:34 33:32

WPRI TSR] TW |TVM|MXR|SUM| MPRV | XS[1:0] | FS[1:0]| MPP[1:0] |VS[1:0]| SPP | MPIE |UBE

SPIE | WPRI | MIE| WPRI | SIE | WPRI

31:23 22 21 20 19 18 17 16:15 14:13 12:11 10:9 8 7 6 5 4 3 2 1 0
WPRI MBE SBE WPRI
31:6 5 4 3:0

mstatus

SD | WPRI [TSR| TW |TVM|MXR|SUM| MPRV | XS[1:0] |FS[1:0]| MPP[1:0] |VS[1:0]| SPP | MPIE

UBE| SPIE | WPRI [ MIE [ WPRI | SIE [ WPRI
31 30:2322 21 20 19 18 17 16:15 14:13 12:11 10:9 8 7 6 5 4 3 2 1 0
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- sstatus:MIE,MPIE, MPP, MPRV, TVM, TW, TSR, SXL, SBE, MBE

inaccessible

 Other fields the same asmstatus
« RV32sstatus/h: SD movedto sstatus[31] and no SXL/UXL bits

SD WPRI MBE SBE SXL[1:0] UXL[1:0]
63 62:38 37 36 35:34 33:32

VS[1:0]| SPP | MPIE |(UBE| SPIE | WPRI | MIE| WPRI | SIE | WPRI

WPRI  [TSR[ TW [TVM|MXR|SUM| MPRV | XS[1:0] [FS[1:0]| MPP[1:0]
31:23 22 21 20 19 18 17 16:15 14:13 12:11 10:9 8 7 6 5 4 3 2 1 0

RV32 SstatUS/h: sstatus

SD WPRI UXL[1:0]

63 62:34 33:32
WPRI MXR|SUM| WPRI | XS[1:0] |FS[1:0]| WPRI |VS[1:0]] SPP | WPRI |UBE| SPIE WPRI SIE | WPRI
31:20 19 18 17 16:15 14:13 12:11 10:9 8 7 6 5 4:2 1 0
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status Register Fields
* MPP/SPP: previous privilege ?PP__Mode

— mret restores privilege mode to value saved in MPP E_ User
— sret restores privilege mode to value saved in SPP Supervisor

« MIE/SIE: global interrupt enables Machine
« MPIE/SPIE: previous global interrupt enables

— When trap to M-mode occurs:
« MIE=MPIE
« MIE=0

— When trap returns (i.e., mret executes):
« MIE=MPIE

« MBE/SBE/UBE: Endianness of loads/stores
— 0 = little-endian, 1 = big-endian
— Instructions are always little-endian




status Register Fields, cont’d

« FS/VS/XS/SD: Floating-Point/Vector/Extension/State
Status

— Indicates whether need to store state on context switch
— XS is for user-defined extension

— SD=FS | VS| XS
* UXL/SXL: User/Supervisor XLEN

— Allows processor to emulate RV32
— Hardwired to 10 (XLEN = 64 bits) for many processors
— M-mode XLEN encoded in misa register

All off
Initial None dirty or clean, some on
Clean None dirty, some clean

Dirty Some dirty




m1sa Register (Machine ISA)

_m_
o W Atomic

B Bit Manipulation

I C Compressed 11
3 Double-Precision Floating-Point 13
a3 RV32E Embedded ISA 1.2.7
5 K Single-Precision Floating-Point 13
_ G Base ISA and MAFD extensions

H Hypervisor

s 0 RV32I/641/128I Base ISA

_ J* Dynamically-Translated Languages

K Cryptography

L* Decimal Floating-Point

M* Integer Multiply/Divide

N User-Level Interrupts

o Currently Unused

P Packed SIMD

* Not ratified




m1sa Register (Machine ISA), cont’d

_m_

Quad-Precision Floating-Point
Currently Unused

Supervisor Mode
Transactional Memory

User Mode

Vector

Currently Unused
Non-Standard Extensions
Currently Unused

Currently Unused

XLEN-1: XLEN-2 MXL Machine XLEN See Table 5.4
* Not ratified




Other Extensions

VA control and Status Registers
Instruction-Fetch Fence
Half-Precision Floating-Point
Memory extensions

Zicbom, Zicbop, Zicboz Cache management extensions

Accessible using structure pointed to by mconfigptr CSR
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32 counters (hardware performance monitor (hpm) counters):
— 0-2: mcycle/h, mtime/h, minstret/h (# cycles, sys. time, # instr. retired)
— 3-31: mhpmcounters3/h — mhpmcounter31/h

Enables for S-/U-mode:
— mcounteren/scounteren: turn off access from S-/U-mode, respectively

Indicate what (i.e., the event) to count:
— mhpmevent3 - mhpmevent31 (machine hpm event)

32-bitmcounthinibit:

— disable unused counters to reduce energy consumption

Read-only views of performance counters (for S/U-modes):
— cycle/h, time/h, instret/h, hpmcounter3/h -
hpmcounter31l/h
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Read cycle counter: rdcycle rd
— Equivalent instruction: csrr rd, cycle

Read system time: rdtime rd
Read # of instructions retired: rdinstret rd

In RV32, for reading upper 32 bits:
— rdcycleh, rdtimeh, rdinstreth
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CLINT: Core Local Interruptor
— Contains:

* System timer (t1me)

* Timer compare registers

» Software interrupt registers (per hart)
— Returns t1me register

PLIC: Platform-Level Interrupt Controller

— Prioritizes and routes interrupts from other peripherals to
external machine/supervisor interrupt inputs

— Peripherals are accessed using memory-mapped /O (not
CSRs)

More details in Chapter 15
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On reset, typically PC = 0x80000000 or 0x1000
— implementation-specific

mcause = cause of reset (or O if system doesn’t
indicate)

mstatus.MIE =0 (turn off global interrupts)
mstatus.MPRV =00 (set to U-mode)
mstatus.A=mstatus.L =0 (disable PMP
registers)

Other hart state undefined

— So, system must initialize all registers and CSRs before
using them

RISC-V System-on-Chip Design Chapter 8: Privileged Operations
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* Types of traps:

— Exceptions: caused by instructions (some of these are also
called faults)

— Interrupts: caused by external events

RISC-V exceptions are precise:

All instructions prior to excepting instruction complete
Neither excepting instruction nor subsequent

instructions change state of system before exception is
handled




What Happens when Trap Occurs

 When trap occurs to mode x (machine or supervisor)
— Xcause = cause of trap (msb = 1 for interrupt, O for
exception)
— Xepc = PC of instruction executing when trap occurs
— xtval = Extra information about trap (or 0)
— Then, PC = xtvec (trap handler vector (i.e., address))



Trap Cause and Value

Interrupt Bit (msb) Trap Code (lIsbs)

S-mode software interrupt 1

M-mode software interrupt 1
1
M-mode timer interrupt 1

mode external interrupt 1
1

0
0
Iegal mstructlon
0
Load address misaligned
Load access fault 0
Store/AMO address misaligned
Store/AMO access fault

ecall from U-mode

0
ecall from S-mode 0
ecall from M-mode 0
Instruction page fault 0

Load page fault
Store/AMO page fault 0

1

O d U1 W

—

1

R O 00 NOoO U A WDNPELO

Value (xtval)

o O O O o o

Target Address
PC
Instruction
PC

Load Address
Load Address
Store Address
Store Address
0 (a0 = arg)

0 (a0 = arg)

0 (a0 = arg)
PC

Load Address
Store Address



* Horizontal trap:
— Traps that are handled in same privilege mode where they
occur

* Vertical trap:
— Traps to higher privilege level
* Traps never go to a lower privilege level



 When trap to M-mode occurs:
— mstatus.MPP (machine previous privilege) = current
privilege mode
— mstatus.MPIE (machine previous interrupt enable) =

current interrupt enable)
* So that privilege & interrupt enable can be restored at end of trap
handler

— mstatus.MIE =0 (so the trap won’t be interrupted again)
— Privilege mode = 11 (M-mode)
* When trap to S-mode occurs:

— Same as M-mode, but with mstatus.SPP, SPIE, and
SIE, and privilege mode = 01 (S-mode)

mstatus.MIE/SIE: Global interrupt enable (1 = enabled)
mie/sie registers: Per-trap enable bits
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CSRs used by Traps

CSR

mstatus Interrupt enable (MIE), previous interrupt enable (MPIE), previous
privilege mode (MPP) bits

mcause Cause of interrupt or exception

mtval Value that gives extra trap information

mtvec Address (also called vector) of trap handler

mepc Exception PC, holding return address from trap

mscratch Typically holds the exception stack pointer

mip Interrupt pending that lists which interrupts are currently pending

mie Interrupt enable: lists which interrupts can be taken or should be ignored



Exception Types

* |llegal instructions

* Access faults
 Address misaligned
« ecallorebreak
e Page faults



Exception Types, cont’d

* lllegal instructions:
— Instruction doesn’t exist, or
— Instruction isn’t available in current privilege mode

— Examples:
« mret in lower privilege levels
* Accessing a privileged CSR from lower privilege level
* Etc.

* Access faults:
— When hart tries to access inaccessible memory

— Examples:

* Non-existent memory
* Writing to a ROM
* Word access to peripheral that only accesses bytes

— PMA (physical memory attributes) unit: define accessible regions
— PMP (physical memory protection) unit: checks for allowed
accesses



Exception Types, cont’d

 Address misaligned:
— Example: lw to OxB2
— Handler may: kill program or issue two aligned loads and shift,
mask, and merge to deliver misaligned result

 ecall orebreak:
— ecal l: OS (system) calls
— ebreak: invoke debugger
* Page faults
— Attempt to access virtual page that is not in physical
memory (see Chapter 8)



Interrupt Types

* External
— Example: peripherals indicating event has occurred (e.g., data
ready from a serial port)

* Timer
— Example: timer exceeds preconfigured value (in mt 1mecmp)
— Example: timer exceeds preconfigured value (in stimecmp) -
included in Sstc extension
* Software

— Produced to communicate between harts
— Example: writing a memory-mapped bit in the CLINT



Interrupt registers:
e mip (machine interrupt pending)
« mie (machine interrupt enable)

M-mode interrupts (bits of mip and mie):

« MEIP/MEIE: M-mode external interrupt pending/enable
« MTIP/MTIE: M-mode timer interrupt pending/enable

« MSIP/MSIE: M-mode software interrupt pending/enable

S-mode interrupts (bits of mip and mie):

« SEIP/SEIE: S-mode external interrupt pending/enable
STIP/STIE: S-mode timer interrupt pending/enable
SSIP/SSIE: S-mode software interrupt pending/enable

mip 0 |MEIP O [SEIP| O |mMTIP[ O |STIP MSIP[ O (SSIP

15:12 11 10 9 8 7 6 5 3 2 1

Ol &|O

mie 0 |MEIE O |SEIE| O [MTIE| O |STIE MSIE| O |SSIE

0
0
0
15:12 11 10 9 8 7 6 5 4 3 2 1 O
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By default, traps elevate privilege to M-mode (and are
handled in M-mode)

Traps can be delegated to S-mode using registers:
— mede leg: machine exception delegation register
— mideleg: machine interrupt delegation register
— Setting a bit in these registers delegates the trap to S-mode

By setting corresponding bit, trap occurring in S-mode is
handled by S-mode (not M-mode) handler

But traps never reduce privilege levels.
— Example: if code running in M-mode encounters illegal

instruction, M-mode trap occurs (even if corresponding
delegation bit, mede leg bit 2, is set)

RISC-V System-on-Chip Design Chapter 8: Privileged Operations



Trap Delegation

 medeleg and mide leq bits correspond to number of cause:

S-mode software interrupt (SSI) I
M-mode software interrupt (MSI) [
S-mode timerinterrupt  (STI) [
3 M-mode timer interrupt __ (MTI)

9

oad address misaligned 4 S-mode external interrupt (SEl)
Load access fault 5 M-mode external interrupt (MEI 11

Store/AMO address misaligned [ mideleg
Store/AMO access fault 7 0 MeEl] 0 |sel] o [mTi] o Isti| o |msi| o |ssi]| o

ecall fromU-mode 1512 11109 8 7 6 54 3 2 1 0
ecall fromS-mode ~ E
ecallfromM-mode  KHl
Instruction page fault [P

Exception  ICause
Instruction address misaligned [l

Instruction access fault 1
Iegal |nstruct|on

Load page fault 13
Store/AMO page fault 15
medeleg
0 0

15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 O



* Examples of delegating traps to S-mode (so that the OS

can handle them):

— Load page fault (exception: cause 13)
— U-mode OS call (ecall) (exception: cause 8)
— Breakpoint (exception: cause 3)

* |fthese traps weren’t delegated to S-mode:
— the M-mode trap handler would have to pass them
along to the OS.
— So, delegation potentially decreases execution time.
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Interrupt Sources

* Interrupts triggered by:
— Peripherals (external, software, or timer)

— Writing bits into in m1p

* M-mode interrupts triggered by MExtInt (from PLIC)
or Timerint, or Swint (from CLINT)

* S-mode interrupts triggered by SExtInt or writes to

MIP  rompLc 35)):::2:

From CLINT | Timerint
| Swint

Writes to mip

MEIP Machine interrupts

(external, timer, software)
MTIP

MSIP | Reads from mip

SEIP |Also to interrupt

time -
>
stimecmp

mip.SEIP D
N generation logic
_|3| mip.SSIP
=l SsiP Supervisor interrupts
| | mip.STIP 0 (external, timer, software)
~ STimerlInt 1 STIP

menvcfg.STCE



Interrupt Generation: M-Mode

Interrupts when only M-mode available: Interrupts occur
in Memory stage
trap (postfix M).
External

mstatus.MIE| MintGlobalEnM MEIP - \ MEint

MEIE-  / r\ InterruptM
Timer

MTIP — MTint

MTIE —

Software

MSIP — MSint Int ¢
MSIE nterrup

Generation

Interrupt occurs when:

* Global interrupts enabled: (MIE) AND
« Specific interrupt pending: (M?IP) AND
» Specific interrupt enabled: (M?I1E)




Interrupt Generation: M/S/U-Mode

Interrupts when M/S/U-modes available (but no delegation):

trap
mstatus.MIE _
S MODE | MintGlobalEnM MEIP — \ MEint
U _MODE )/ MEIE / r\ InterruptM
MTIP - MTint L/
MTIE —
MSIP — MSint
Interrupt MSIE
Generation

* Global interrupts enabled: (MIE | S MODE | U MODE) AND
* Specific interrupt pending: (M?IP) AND
» Specific interrupt enabled: (M?I1E)




Interrupt Generation: M/S/U-Mode

Interrupts when M/S/U-modes available (but no delegation):

trap
mstatus.MIE :
M MODE 1 \_MintGlobalEnM MEIP{ ™\ MEint
- d/ MEIE-{ / r\ InterruptM
MTIP MTint L/
MTIE —
Interrupt mg:;:jM
Generation
* Global interrupts enabled: (MIE | “M_MODE) AND S_MODE | U_MODE =
* Specific interrupt pending: (M?IP) AND ~M MODE
» Specific interrupt enabled: (M?I1E) —




Interrupts when M/S/U-modes available and delegation:

mideleg
mstatus.MIE 1]
J e [ uEEl e
U_MODE MEIE]
S_MODE | 7]
mstatus.SIE ‘q MTIP - MTint
[ MTIE]
%
MSIP— MSint
| MSIE )
[9]
ml s
Global interrupts enabled: ﬁ SEIES
* No delegation (as before): { STIP - STint
MIntGlobalEnM = ﬁ stE |
(MIE | "'M_MODE) Glntern;pt SSIP |\ SSint
* Delegation (bit set in eneration SSIE-|
mideleg):
SIntGlobalEnM =
(STE&SMODETUMODE)
49 RISC-V System-on-Chip Design Chapter 8: Privileged Operations
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Unvectored Interrupts (xtvec[1:0] = 00):

Vectored Interrupts (xtvec[1:0] = 01):

50

mtvec: machine trap vector (address)

— Where processor jumps to on M-mode trap
stvec: supervisor trap vector (address)

— Where processor jumps to on S-mode trap
Jumps to these addresses independent of trap type

— Handler looks at xcause and xtval to figure out cause of trap

xtvec must be multiple of 4, so bottom 2 bits ignored

Faster - jumps to different address depending on trap type
Exceptions still jump to trap vector (bottom 2 bits ignored)

Interrupts jump to trap vector + (4 x cause)

Only room for one
instruction at each
trap vector, so it is
a jump.

— Example: machine software interrupt (MSI) mcause =3
— So, jumpstomtvec + (4 x3)=mtvec +12
xtvec must be multiple of 64, so vector addition becomes
concatenation

RISC-V System-on-Chip Design Chapter 8: Privileged Operations
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Example Trap Handler: Operation

Example trap handler — procedure:

 Handles two types of traps:

— timer interrupt:
* Adds more time to timer compare register (nt imecmp) and returns
(mret)

— ecall (0S call):
 if a@ = 0-3, changes to that privilege mode (0 = user, 1 = supervisor, 3
= machine) by making mstatus.MPP = a0, then issuing mret
* If a0 = 4, terminates program

* Writes to signature memory:
— For testing purposes, writes mcause and mtval to signature
each time trap occurs.



Example Trap Handler Code (setup)

.EQU MTIME, 0x200bff8
.EQU MTIMECMP, 0x2004000

.global rvtest_entry_point

rvtest_entry_point:
la sp, topofstack # Initialize stack pointer (not used)

la s6, begin_signature # s6 points to signature memory

# Set up timer
jal set_timecmp

# Set up interrupts
la t@, trap_handler
csrw mtvec, to

csrw mideleg, zero
csrw medeleg, zero

1i t0, 0x080

csrw mie, tO

la t0@, topoftrapstack
csrw mscratch, to
csrsi mstatus, 0x8

Initialize mtvec to trap_handler
Don't delegate interrupts

Don't delegate exceptions

mie bit 7 = machine timer interrupt
Enable machine timer interrupt

mscratch holds trap stack pointer
Turn on mstatus.MIE global interrupt enable

HH HHFEHRHHIFH



Example Trap Handler Code (main)

main:
# Change to user mode
1i a0, 0
ecall

# Wait for timer interrupts
1i to, 0x1000
loop:
addi to, to, -1
bne t@, zero, loop

done:
1li a0, 4
ecall
j self_loop

H H R

ab = 0: argument to enter user mode
System call (trap) to enter user mode

loop counter start value

Decrement counter
And repeat until zero

ad = 4: argument to terminate program
system call to terminate program
wait forever (not executed)



Example Trap Handler Code

#

#
#
#

set_timecmp:

la t0, MTIME

la t1, MTIMECMP
1d t0, 0(t0)

addi to, t0, 0x60
sd t0, 0(t1)

.align 2

trap_handler:

csrrw tp, mscratch, tp
sd to, o(tp)

sd t1, -8(tp)

csrr t@, mcause

csrr t1, mtval

sd t0, 0(s6)

sd t1, 8(s6)

addi s6, s6, 16

bgez t0@, exception

interrupt:

jal set_timecmp
j trap_return

exception:

csrr tl, mepc
addi t1, t1, 4
csrw mepc, tl

1i t1, 8

andi t0, t0, OxFC

bne t@, tl1, trap_return

H R R H H H HHHFHHR

HHH HHFH

Set timer compare to 800 ticks later

Read current timer
Increment timer
Set MTIMECMP = MTIME + 0x800

Trap handlers must be aligned to
multiple of 272 = 4

Load trap handler stack pointer, tp
Swap mscratch and tp

Save t@ and tl on the stack

Check the cause
And the trap value
Write mcause and mtval to the signature

If msb of mcause = 0, it is an exception
Assume it is a timer interrupt

Incr. compare for next timer interrupt
Clean up and return

Add 4 to mepc so exception returns to
1 instr. after the excepting instruction

Is it an ecall trap?
If mcause = 8, 9, or 11, it is an ecall
Ignore other exceptions



Example Trap Handler Code

ecall:
1i to, 4
beq a0, t0, write_tohost
bltu a@, t@, changeprivilege
j trap_return

changeprivilege:
1i t0, 0x00001800
csrc mstatus, to
andi a0, a0, 0x003
slli a0, a0, 11
csrs mstatus, a0

trap_return:
1d t1, -8(tp)
1d to, o(tp)
csrrw tp, mscratch, tp
mret

write_tohost:
la t1, tohost
1li1t0, 1
sd t0, 0(t1)

self_Lloop:
j self_loop

HH O OH OHH O OHHE O HREHRH B H R

H

a0 = 4: terminate program

ad = 0-3: change privilege level
Ignore other ecalls

Mask off mstatus.MPP in bits 11-12
Only keep bottom two bits of argument
Move into mstatus.MPP position

Set mstatus.MPP with desired privilege

Return from trap handler
Restore t1 and t0

Restore tp
Return from trap

Terminate program
1 for success (3 is for failure)

Send success code

Wait - infinite loop



Example Trap Handler Code (finish)

.section .tohost

tohost: # Write to HTIF (host target interface) to
.dword 0 # terminate program

fromhost:
.dword 0

.EQU XLEN, 64
begin_signature:

.fill 6%x(XLEN/32),4,0xdeadbeef
end_signature:

# Initialize stack with room for 512 bytes each for program and trap handler
.bss
.Space 512
topofstack:
# And another stack for the trap handler
.bss
.Space 512
topoftrapstack:



Chapter 8: Privileged Operations




Chapter 8: Privileged Operations




Pipelined Core with Privileged Unit

IFU

uncore
|
EBU
| | | | |
| | | | i |
I I I HpTw| [ I
0 PIC : : pTIM | [ :
PCF
[BPJ s | | MMU]J |
PCNextF | | LSU |I |
| | | | |
| ]l | | |
IROM IdecomP IRF | B i i L
| =l | I
| l |
| |
| .
|

hazard

Fetch Decode Execute Memory Writeback



Simplified Pipelined Core with PRIV

Privileged unit includes: CSRs and trap handler hardware.

[
| DTIM
[Pc
‘PCNextF LSU [
|
IROM

IFU

aasul

2 2.3

hazard

Fetch Decode Execute Memory Writeback



IFU IEU LSU FPU uncore
I I
| Nl A A0 AN
| 5 v (olcle lmlolm |l |lo 7|z
O [0 > 3 (@) > |0 p)
! 2 SREEEEREIEEI|R!
| Bl R AL mo
| | o Q n O l
| o < = L
O Q pd
I z s 3 |
I x I
| T |
privileged i |
! \ 4 vV V \ A / v v |
| Decoded| I
I . I
| perdec fishi > CSR |
I I
I A » |o m A T A
| ) L s I
| © ol T |
I = |® S I
I = I
I 8 I
| | s |
| o o |
I s = I
| \ 4 A 4 O |
FaultsD | I
FaultsE rivpi t '
aults |q|r|vp|peregs FaultsM | rap :
T | ivi
I v TrapM, DelegateM A I PrivilegeModeW
I \ I
| —> privmode |
Decode/ I
Execute | Memory | Writeback
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privdec:

* Decodes
IFU IEU LSU FPU uncore . .
| | Nl A A A0 instruction
| 5 T O IC |9 @ [Q I1IZ | | |7 |2 |
| : SREEEREPFREER! (InstrM) and
[ S = 1) o m
I 2 | < |0 Q I
| il > 2| |2 faults (Fau LtsM)
| Z < =
D
I 5 | e Sends control
privileged I .
| v Yy vV Vv \ A / y v | Slgnals to other
| Decode :
: privdec fiEs i CSR | units
I I
I k T A
| S 13 S |
| £ T T |
| b8 = |
I = I
I (0] I
| L_IlJ s |
| al 9 |
I S = I
| \ 4 © |
FaultsD N : N :
FaultsE > plrivpiperegs FaultsM trap :
: ] TrapM! Delagateh A : PrivilegeModeW
I . I
Decodel > privmode |
Execute: Memory : Writeback
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CSR Unit (Ccsr)

CSr:
* Contains CSRs

IFU IEU LSU FPU uncore R .
| | Nl A A A0 * Uses instruction
| Z SRIEEEREEER|E

Ey ool RS S Pl = .
| 2 to:
= 9} < ] | ¢e]
I g s 2| |e | — Read CSRs:
| g g ol CSRReadValw
| T | .
privile|ged : — Write CSRs:
4 V.V VY V.V \ 4 \ 4
| Decode I SI’CAM
| . I
| privdec lisis CSR |
| [
' o o o A 1
| S o S I
< L o
| g |5 |
| S I
| E |
| I
[ g § [
| s g |
' \ 4 v _[° '
FaultsD : N :
FaultsE privpiperegs FaultsM trap |
l I
: v TranV, Delegatel A : PrivilegeModeW
| - T
| > privmode |
Decodell :
Execute Memory | Writeback




CSR Unit (Ccsr)

cSsr:
* During traps:

IFU IEU LSU FPU uncore
| | ral NN — Sends to trap
: Z SEERLERERE 2, pending/enable info
% Z ol z = ) M < . . .
| SR E E (mip/mie) & deleg. info
| Bl s = [ idel del
| 3 z z | (mide leg/mede Leg)
| & |
| il |
privileged ¢ I
' \ 4 \ A 4 \ 2 4 v \ A
: Decode :
| privdec ~ HISIS CSR |
| |
| » o o A A
| S (wm = I
| = —l = |
< [T a
| 5 | = '
| = |
| 8 |
| I
| 2 3 |
| = = |
' A 2 v _[° '
FaultsD : N :
FaultsE p:rivpiperegs FaultsM trap :
: 3 TrapW, Delegatem A : PrivilegeModeW
| N - T
Decode/! > privmode |
Execute: Memory : Writeback




CSR Unit (Ccsr)

cSsr:
* During traps:

IFU IEU LSU FPU uncore
: | All Al IA Al Al : —Sendsto t rap
| =3 T | T g @ Im |9 I |v (0o [T |2 H 1
| 2 SBEEELEREEEEE per_ldlng/enable mfo.
| g I3 S I8 2 o (mip/mle) & deleg. info
| 3 z =l |z (mideleg/medeleq)
[
l 5 | — Reads from trap:
ivil d |
privilege v L A I e Vv xcause (CauseM)
| Decode 1
: privdec ~ HISIS CSR :
| I
| o |o w A A
| S |m s |
I Z |z o I
| 'J) a = |
| = |
| 8 :
| _|
| m 3 |
l = > l
' VE v IS '
FaultsD : N :
FaultsE privpiperegs FaultsM trap |
I |
: J TrapM, DelegateM A : PrivilegeModeW
: > privmode :
Decode/, T
Execute| Memory | Writeback




CSr:
* During traps:

— Sends to trap
pending/enable info
(mip/mie) & deleg. info
(mideleg/medeleq)

— Reads from trap:
xcause (CauseM)

— Sends xstatus

PrivilegeModeW

IFU IEU LSU FPU uncore
| |
| | Nl NI
| z SRIEBERREEIEE!
I =4 =R I2EEEF@EITIA T IE |IZ!
| = £ 18 [ 2 |D e mo

= jol]

[ = 1 = 8 ‘G o |

| 3 = < C

| z = =

I X I

| T |

privileged [

I \ 4 y V.V vV y y |

[ Decode 1

I . I

| privdec ~ HISIS CSR |

I I

| 4 » |o w A A

| o (wm s I

! < |m = |

I i [ s I

| s |

I o) I

| L_IlJ s I

| a 2 |

I S = I

| \ 4 y © |

FaultsD I I

i B 1 I

FaultsE privpiperegs FaultsM trap |

| > |

T A I

| ’ TrapM, DelegateM I

| N - T

privmode |

Decode/, I
Execute) Memory | Writeback
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CSr:
* During traps:

IFU IEU LSU FPU uncore | d t
| ! all Al lA Al Al | — Sen 'StO rap .
! z SSEEEREIEEREE|E! pending/enable info
l = "EEEEEFPFEIFF (mip/mie) & deleg. info
' % (& = & S o | ) )
| 3 z = & (mideleg/medeleq)
]
l 5 | — Reads from trap:
ivileged I
Priviepe N S 2 I L v xcause (CauseM)
ecodge
| | — May record InstrM,
I 4 A A .
| =IO i PCM, IEUAdIM (in
I < | a |
| =2 = | xtval, mepc)
I = I
I (O] I
| w s |
! e 3 |
i = 3
| v§ y |© '
FaultsD y | > :
FaultsE plrivpiperegs FaultsM| . trap |
! |
: ! TrapM, DelegateM A : PrivilegeModeW
l > privmode :
Decode/, I
Execute) Memory | Writeback
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CSr:
* During traps:

IFU IEU LSU FPU uncore t
| | Nl NN — Sendsto trap
| A SBELEEREEIEIRIE. pending/enable info
| y cEFERI B IF! (mip/mie) & deleg. info
| 3 z =l |z (mideleg/medeleq)
l 5 | — Reads from trap:
Privieped v Vvv vy oy xcause (CauseM)
i orivdec  |Insfs SR | — Sends xstatus
| | — May record InstrM,
I 4 w A A .
| 2 12 = | PCM, IEUAAIM (in
L o
i - 2 = | xtval,mepc)
| o ) | — Determines trap
| o 8 : destination:
oulteD I y AL : UnalignedPCNextF
FaulsE | | privpiperegs FaultsM : trap | (using xtvec)
I I
: ! TrapM, DelegateM A : PrivilegeModeW
l > privmode :
Decode/, I
Execute) Memory | Writeback
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CSR Unit (Ccsr)

cSsr:
e Other signals:

IFU IEU LSu FPU_ uncore
! ! — Go to LSU, FPU, Uncore:
| n Allm_ﬂlkﬂy A - , FPU,
! 2 SIBIEEIERBIERIZIE BIF! discussed in later
I 3 £ [ % J§> z % I il B I
! 2 |3 2 3 z m | chapters
I S =Y o 7 o |
[ s s < |
0 o z
I Zz = =
| & |
| T |
privileged ¢ |
' \ 4 \ A 4 \ 2 4 v \ A
: Decode 1
. |
| privdec ~ HISIS CSR |
| I
| » |o w A A
| D | s |
| £ |d a |
< |W o
| 'J) a = |
| = |
I 9 I
| |
[ m 3 [
| S = |
' \ 4 v _[© |
FaultsD : N :
FaultsE privpiperegs FaultsM trap |
I |
T | ivi
I v TrapM, DelegateM A : PrivilegeModeW
[ o - T
| > privmode |
Decode/, T
Execute| Memory | Writeback




Trap Unit (Trap)

trap:
* Receives trap info:

IFU IEU LSU FPU uncore . .
| | il A AT A0 — pending/enable info
| 3 31315 g ZRIEEEEIEE (mip/mle) & deleg. info
| = 56 [EE |z ° |m = idel 1
| ERIFE [ A (mideleg/mede leg)
m [
| T < S C o
| 2 2 = —xstatu; |
. i . — Decoded instruction
— ' _

p"""e:ged v o N v | v — Fault info (Fau Lt sM)
| orivdec insirs csR i — Current privilege mode,
. | PrivilegeModeW)
| » lo T Y T A
| E w s |
' b |@ = '
| = |
| 8 :
| 1
| o 3 |
l —] =} l
| I 3 |

FaultsD I > |
FaultsE p;rivpiperegs FaultsM trap :

| [
: J TrapM, DelegateM A : PrivilegeModeW
: privmode :

Decode/, T

Execute| Memory | Writeback




trap:
* Receives trap info:

— pending/enable info
(mip/mie) & deleg. info
(mideleg/medeleq)

— xstatus

— Decoded instruction

— Fault info (Fau Lt sM)

— Current privilege mode,
PrivilegeModeW)

e Determines if takes

trap & sends response:
— xcause (CauseM)
— TrapM, DelegateM

PrivilegeModeW

IFU IEU LSU FPU uncore |
|
| | Nl NI
| : SRBIEBEREEEIE|E
I =4 =R I2EEEF@EITIA T IE |IZ!
| = R ENERE e ol
[ = 1 = 8 ‘G o |
| 3 = < =
| z = =
I X I
| T |
privileged [
I \ 4 y vV V vV y y |
[ Decode :
| .
| privdec ~ HISIS CSR |
I I
| 4 » |o w A T A
| > [wm s [
| '<_( ] E |
I 5ola s I
| s |
I @ [
| L_IlJ s I
| a 2 |
I = 2 I
= ©
| \ 4 y |© |
FaultsD I I
i B e I
FaultsE privpiperegs FaultsM trap |
| > |
T A I
I y TrapM, DelegateM I
I - |
> privmode |
Decode/, I
Execute) Memory | Writeback
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privmode:
 Stores & changes

IFU IEU LSU FPU uncoreI . o
| | Nl A A A0 privilege mode,
I 5 TR se@mIQIRI2 |2 7 [ . .
| 2 SREEEEFREFEE! PrivilegeModeW:
Q > = 0] g
| 581 [ 2| o — In response to:
o] () pd .

| 5 S A — Traps & exception
| T |

privileged | returns (mret/sret)
i B 2 I —— ¥ : — Inputs/registers:
| privdec "S> CSR | Decoded instructions,
| I
i 3 P P | TrapM, DelegateM,

o |m s
| £ |d T | xstatus (STATUS)
! » o |& = !
I = I
I o) I
| L_IlJ s I
| a 2 |
I —] > I
| v§ , |S '
FaultsD I N :
FaultsE plrivpiperegs EaultsM trap |

| > |
: Il TrapM, DelegateM A : PrivilegeModeW
| > privmode :

Decode/, T

Execute) Memory | Writeback

73 RISC-V System-on-Chip Design Chapter 8: Privileged Operations



Chapter 8: Privileged Operations




Privileged Configuration

Support privileged operations:

ZICSR_SUPPORTED =1 (inwally—config.vh)

Don’t support privileged operations:

ZICSR_SUPPORTED =0 (inwally—config.vh)
Then all privileged signals and architectural state tied to O

So, all privileged hardware and signals optimized away by logic
synthesis



Other Privileged Features

Configurations to support other privileged features

Flag (in wally-config.vh) Feature Supported

S_SUPPORTED S-Mode

ZICOUNTERS_SUPPORTED Performance Counters

VECTORED INTERRUPTS SUPPORTED RY/=leiteT¢=lo NI} (=1 V] o] &S

BIGENDIAN_SUPPOPRTED Big-Endian loads and stores

WFI_TIMEOUT_BIT WFI times out after 2WF_TIMEOUT_BIT cycles
VIRTMEM_SUPPORTED Virtual Memory (see Chapter 8)

PMP_ENTRIES Physical Memory Protection (0, 16, or 64) (see Ch.8)

Privileged instructions and CSR accesses that are
unsupported or not permitted in current privilege
mode cause an lllegal Instruction fault.




Chapter 8: Privileged Operations




Privileged Instruction Fields/Signals

Privileged instructions:

* Instruction Fields:
—op = 1110011
— funct3
— Upper 12 bits of instruction
* Signals:
— |EU asserts PrivilegedM (based on op)

— The Privileged Decoder (privdec) looks at other
fields to determine specific privileged instruction



Privileged Instructions

Privileged Instruction Effect

xret (mret / sret) Return from trap:

PC = xepc

privileged mode = status.MPP/SPP
status.MIE/SIE=status.MPIE/SPIE

ecall /ebreak OS (system) call / debugger breakpoint

wfi Wait for interrupt: stalls Wally in Memory stage
until interrupt or timeout occurs.
(The timeout counter is in the Privileged unit.)

CSR reads / writes Reads, writes, or sets/clears bits in CSRs

sfence.vma Flushes translation lookaside buffer (TLB) (see
Chapter 8)
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CSR Module (Csr)

Contains:
* CSRs
* Logic to read, write, set, clear bits in CSRs

e Logic to compute mtval and PC during traps

CSr submodules:

Submodule |Name __|Registers

CSrsr Status registers Xxstatus (mstatus/sstatus)

csri Interrupt Interrupt pending / enable registers
registers X1p (mip, sip)/xie (mlie, sie)

(of ] glo Counters Performance counters

csrm M-mode CSRs  Other M-mode CSRs

CSrs S-mode CSRs Other S-mode CSRs

csru U-mode CSRs U-mode CSRs (including floating-point registers)




Performance Counters

Configuration settings:
/ZICSR_SUPPORTED =1
ZICOUNTERS_SUPPORTED =1

« COUNTERS = # performance counters (up to 32)

* 64-bit counters



Performance Counters

Performance Counters

- Cycles elapsed
unused

m Instructions retired
LGER Load stalls

Branch prediction wrong direction

:IE Total branches

Branch/jump prediction wrong target address

Total jumps

Return address stack wrong address

Total returns

Instruction class predictor wrong
Data cache accesses

Data cache misses

Instruction cache accesses
m Instruction cache misses

Data cache accesses

Data cache misses

Instruction cache accesses
Instruction cache misses
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Trap Unit (trap) Outputs

Signal __ Description
1 when trap should occur
Cause of highest-priority trap

R ER=1E 1 when trap should be delegated to S-mode



Trap Unit (trap

=5
0o o
M c
mm =52 @
OO Tm 2
M_MODE _| MintGlobalEnM ) A I I I trap
status.MIE 1 I =R L L 1=
b4 z
S_MODE -
status.SIE SIntGlobalEnM
U_MODE -

CommittedM —
CommittedF —

InstrValidM

D Committed

; — IntPendingM
PendingIntsM
Enabledints U Djj | EIStal
wifiM —

ExceptionM

InstrVaIidM—l — TrapM
ValidintsM \
InterruptM
T2 ) L
— wfiM
Priority | s
Encoder
6
| - CauseM
"] DelegateExM

< ’\:@7 DelegateM
DelegatelntM
|




Trap Unit (Trap): Global Int. Enable

Global interrupt enable

signals Choose
yvon: e =L wp | SIntGlobalEnMif
_ delegated (MIDELEG bit is

/ 1), otherwise choose
MIntGlobalEnM

status.SIE
u , - IntPendingM
PendingIntsM
Enabledintsh U Djj | WEIStali
WfiM —

O313AIN
93713d3aN
dIN

31N
As}ined

-
N

NIIX
N3IX

SIntGlobalEnM
U_MODE

CommittedM
CommittedF —
InstrValidM

Committed

ExceptionM
InstrValidM — — TrapM
ValidintsM \
InterruptM
T2 L~
- - WﬁM
Priority | sw
Encoder
6
| . CauseM
7 DelegateExM

< ’\:@7 DelegateM
DelegatelntM
|




Trap Unit (Trap): Enable Interrupts

=7 . Enable interrupts
. . m m 2
Global interrupt signals &k ==z (EnabledIntsM) if:
Instruction in Memory stage
M_MODE _ MintGlobalEnM A R i B t
status.MIE ,D e L I = L L 1= rap isvalid (Inst rVa'l.ldM)
S_MODE -1 = =
status.SIE SIntGlobalEnM AND o
U_MODE * Instruction in Memory or
Fetch stage isn’t committed
C ittedM — i
C%rrr::ql?ttfe i D Committed AND -
InstrValidM * Global interrupts are enabled

u , - IntPendingM
PendingIntsM
EnabledinisM U D—,I‘Cf)ﬁ WFIStallM
wifiM —

ExceptionM
InstrVaIidM—l — TrapM
ValidintsM \ Interru D M
T2 L~
- - WﬁM
Priority WhW-

Encoder

CauseM

e
7 DelegateExM

< ’\:@7 DelegateM
DelegatelntM
|




Trap Unit (Trap): Pending Interrupts

nh == Penglj.r!gIntst
M_MoDE S TICETI A § trap Specific interrupt is
s vobE Z z pending (MIP) AND
U MODE | SiniGlobalEny enabled (MIE)

CommittedM —
CommittedF —
InstrValidM

D Committed

u PendingintsM] ™\ [ —— | IntPendingM

EnabledintsM U ] Wi 7 1 WFIStallM

InstrValidM — TrapM
ValidintsM \ InterruptM
Ti2 L/
wfiM
Priority WHW-

Encoder

6
5 CauseM

j DelegateExM

# ::@7 DelegateM
DelegatelntM
| J




Trap Unit (Trap): Valid Interrupts

=5
g ;';' L]
mm g ValidIntsM:
OO TmMm ege o
hilfis Specific interrupts are:
M_MODE fD MintGlobalEnM o bt trap .
status.MIE 12 3 1212 @ ¢ Pendlng AND

S _MODE
status.SIE
U _MODE -

e Enabled

SIntGlobalEnM

CommittedM —
CommittedF —
InstrValidM

D Committed

- WFIStallM

EnabledintsM L/ wfiM :
ExceptionM
InstrValidM — TrapM
ValidintsM L_/\ InterruptM
T2 :
— wfiM
Priority wiw.

Encoder

u PendinglntsM] ™ i IntPendingM

6
5 CauseM

j DelegateExM

# ::@7 DelegateM
DelegatelntM
|




Trap Unit (Trap): Global Signals

=5

ou I

m c

mm == 7

OO TmZ
M_MODE _ MintGlobalEnM A I i I § trap
status.MIE L I = L e =

z z

S_MODE | .
sLtJat'l\J/IsE)S[;E i SIntGlobalEnM Int PendlngM:

Any interrupt pending

oty || Sommited ExceptionM:
InstrValidM .
e u Any exception
endinalints P IntPendingM
EnabledintsM U Pendnd MD WﬁMi H- WFIStallM T I"a pM:
Exceptionh Any trap (interrupt or
InstrValidM — TrapM 1
| ValidintsM Lﬂ InterruptM exce pt lon )
2| — InterrupthM:
Priority | \fiw .
Encoder ) Any interrupt
5 CauseM

j DelegateExM

# ’\:@7 DelegateM
DelegatelntM
|




O313dIN
9373a3N

dIN
JIN
NSs}ined

M_MODE _|
status.MIE
S MODE

status.SIE
U _MODE -

CommittedM
CommittedF —

MintGlobalEnM

[

I

I

SIntGlobalEnM

Committed

[

InstrValidM

-
N\

N3ITX

N3ITX

PendinglntsMY\

trap

EnabledintsM

I

InstrValidM

ValidintsM L
Ti2 ,
— wfiM
Priority | \siw

Encoder

’7
wfiM fj

ExceptionM

— IntPendingM
— WFIStallM

— TrapM

)
L/

InterruptM

CauseM

j DelegateExM

DelegatelntM

ﬁ%

— DelegateM

92

WFIStallM:
wT 1 instruction in
Memory stage and no
interrupts pending
CauseM:

Cause of highest
priority trap
DelegateM:
Delegate trap to S-
mode: If trap is an
interrupt, use
interrupt delegation
info, otherwise use
exception delegation
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Hazard Unit with Privileged Support

Flush Cause hazard Combine Flush
PCSrcE Generation

FlushDCause

FlushD

>
’ FlushECause D— FlushE
CSRWriteFenceM

RetM FlushMCause
TrapM

FlushM

FlushWCause ’ FlushW

Stall Cause Propagate
Generation Stalls

0 StallFCause i: StallE

LoadStallD )‘

StoreStallD StructuralStallD C StallDCause StallD StallD
CSRRdStallD }

0 M’ StallE| StallE

WFIStallM StallMCausd StallM StallM

0 StallWCause StallW| Stallw

LatestUnstalledD
LatestUnstalledE
LatestUnstalledM
LatestUnstalledW|

StallF

]




Hazard Unit: Flushing Pipeline

Féush Cause hazard Combine Flush Flush Decod e,
PCSrcE eneration
FlushDCause D rusho  Execute, and
Memory stages
’ FlushECause ‘Di FlushE upon:
CSRWrteFenceld - * CSR write
e ushMCause
TrapM ™™« Exception return
FlushWCause
FlushW . .
"™ Flush full pipeline
Stall Cause Propagate

upon:
StallF * Trap

Generation Stalls

0 MD StallF
LoadStallD

StoreStallD StructuralStallD ™ StallDCause StallD
CSRRdStallD

0 Mi. StallE StallE

WFIStallM StallMCausd StallM

LatestUnstalledD
LatestUnstalledE
LatestUnstalledM
LatestUnstalledW

]

UL

StallD

StallM

bk

Stallw

0 StallWCause StallW|




Hazard Unit with Privileged Support

Flush Cause hazard Combine Flush
Generation
PCSrcE
FlushDCause D FlushD
’ FlushECause D— FlushE
CSRWriteFenceM
RetM FlushMCause FlushM
TrapM —
FlushWCause
A %’ Flushw
9 22| =
Stall Cause Propagate SRR
Generation Stalls é é é é
Ol O O] ©
stallFCause j}StallF 5559 StallF
LoadStallD _ )‘
StoreStallD StructuralStallD StallDCause StallD StallD
CSRRdStallD }
StallECause stallg| StallE
WFIStallM StallMCausg StallM - StallM
StallWCause StallW Stallw

If not being
flushed...

Stall Fetch and
Decode stages
upon:

 CSRread stall (2-

cycle latency like
loads/stores)

StallF, D, E, and M

stages upon:

« wf1(waitfor
interrupt
instruction) stall in
Memory stage



Timeout Logic for wf 1

— lllegallnstructionFaultM

clk
IWFICount WEFITimeoutM
S~ /
S msb
D
wfi
|
) (¢)] H
@ =4 P e C cher |Ilggal
o= = Z instruction
929 causes
mMsS m

Counter resets upon:

* Reset, or
 Nowf1instruction
wf1 times out (triggers
an illegal instruction

fault) if:

e Counter msb =1 AND

* In U-mode OR

* InS-mode and TW
(timeout wait) bit set
in status register
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PCPlus4

PCSrcE RESET_VECTOR

CSRWriteFenceM
O | pciNextr
PC2NextF

0
IEUAdrE —Q 0
PCE _u mretM 1
\l\ m 2
SEPC— 0 S
|=
MEPC—l/ 3 B
<
Z
SUTHEE °\| TVecM §
MTVEC i# 2
SelMTVEC
privileged

ES

reset

Tj\‘ PCNextF

PCF

o |
\1'b0

P4
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L ~StallF | reset
UnalignedPCNextF[XLEN-1:1]

IFU



PCPlus4

PCSrcE RESET_VECTOR 4

CSRWriteFenceM
O | pciNextr
PC2NextF

0
IEUAdrE — u 0
PCE _u mretM 1
\L m 2
SEPC— 0 S
MEPC — 1/ S 3
<
2
STVEC—] TVecM §
MTVEC— LA 2
SelMTVEC
privileged

Jump to trap handler:
*  Nonvectored: xtvec (stvec ormtvec)

IEY

reset

Tl\‘ PCNextF | PCF

L ~StallF | reset
UnalignedPCNextF[XLEN-1:1]

o),
\1'b0

IFU
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PCPlus4

PCSrcE RESET_VECTOR 4

CSRWriteFenceM reset
O | pciNextr ?\l T‘\‘
o Q PC2NextF 5 PCNextF | PCF
PCE —

Q mretM 1 D
\L m 2 ' i
SEPE—10 2 helt \—“StaIIF | reset
5o S : .
MEPC—1/ S 3 % UnalignedPCNextF[XLEN-1:1]
<
— <
STVEC O\I TVecM §
MTVEC— iA Z
SelMTVEC
privileged IFU

Trap return:
e Xepc (sepcormepc)
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PCPlus4

PCSrcE RESET_VECTOR 4

CSRWriteFenceM reset
O | PciNextF ﬁ TL‘
—— u PC2NextF ; PCNextF | PCF
PCE —

Q mretM 1 Q
SEPC—0 2 L |—“‘StaIIF | reset
e —l 1 S 33 UnalignedPCNextF[XLEN-1:1]
_ 333
_— <S8 <
<
>TVEC—0 TVecM :
MTVEC— LA <
SelMTVEC
privileged IFU

If fences or CSRs supported:
 These flush the pipeline in the Memory stage
* So, the next instruction is in the Execute stage (PCE)
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Endian Example

What are the contents of memory at end of program for
little-endian mode? Big-endian mode?

// RISC-V program

li
sd
1d
lwu
lwu

lbu

x1,
x1,
X2,
X3,
x4,
x5,

OxFEDCBA98_76543210

1000(x0)
1000(x0)
1000 (x0)
1004 (x0)
1001 (x0)



Endian Example

What are the contents of memory at end of program for

little-endian mode? Big-endian mode? M eEndian Big-Endian
emory Byte Memory

Contents Address Contents

// RISC-V program FE 1007 10
1li x1, OxXFEDCBA98 76543210 DC 1006 32
sd x1, 1000(x0) BA 1005 54
ld x2, 1000(x0) 98  1lee4 76
lwu x3, 1000(x0) ;i iggg gf\
lwu x4, 1004(x0) - 1001 oc
lbu x5, 1001(x0) 10 1000 FE




Endian Example

What are the contents of memory at end of program for

little-endian mode? Big-endian mode?

Little-Endian Big-Endian
Memory Byte Memory
Contents Address Contents

// RISC-V program FE 1007 10
11 x1, OxFEDCBA98 76543210 DC 1006 32
sd x1, 1000(x0) BA 1005 54
ld x2, 1000(x0) 98 ~ lee4 |76
lwu x3, 1000(x0) ;i iggg gi
lwu x4, 1004(x0) - 1001 oc
lbu X5, 1001(x0) 10 1000 FE
m

FEDCBA98 76543210
1000 (x0 )

X3 00000000 76543210
1000 (x0)

00000000_FEDCBA98
1004 (x@ )

lbu x5, 00000000_00000032
. 1001 (x0)

FEDCBA98 76543210
00000000_FEDCBA98
00000000_76543210

00000000_000000DC



WriteDataM

ReadDataM

8 copies of [7:0] endianswap endianswap subwordread
2 copies of [15:0] g? [7:0] [7:0] DTIMMemRWMIO] (7.0 [7:0] — LBl
2 copies of [31:0] [63:56] CLK ‘ \ [63:56] —17 Word Iw
10 310 . SEXT 010
6301 |, [15:8] \ [ 158] DTIMAGT| ‘A — [15:8] [158] [31:01 o] 32 :lm
subwordwrite \\ [55:48] \\ = 3116 ZEXT 1o
FunotaM,,  |[23:16] [ 123:16] = WD RD [23:16] / 123:16] {15_0]]1 Halfword b | 0
[47:40] = DTIM \\\ // [47:40] —0 16 h
8'b0000_0001 _m [31:24]\\\ // [31:24] © ByteMask [31:24] [31:24] [15:8] ZEXT }— 101
8'0000_0010 —00_001 [39:32] aQ [39:32] 1T Brte L3 [
8'0000_0100 —00_010 [39:32] [39:32] = [39:32] [39:32] (701 |
81b0000_1000 ~00_011 [3124] % [3124] 100
LSO ON] 00_100 [47:40] [47:40] D [47:40] [47:40]
8'0010_0000 —00_101 | Funct3m
8'b0100_0000 —00_110 // \\\ﬂ // \\\ﬂ 20
851000_0000 —{00_111 [55:48] [55:48] [55:48] [55:48]
8'b0000_0011 —01_00x [158] [158]
8'0000_1100 —{01_01x [63:56] [63:56] [63:56] [63:56]
8'b0011_0000 —01_10x [7:0] [7:0]
81100_0000 —{01_11x Lo Lo
8'b0000_1111 —{10_0xx BigEndianM BigEndianM
81111_0000 —10_1xx
8b1111_1111 —11_xxx ByteMaskM IEUAdrM
2:0
Funct3My.o_IEUAdrMzo A MjD 2] 1] [0]
igEndian
swbytemask LSU g
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endianswap
[7:0] [7:0]

[63:56]

[15:8] \ [ [15:8]
[55:48]

[23:16] \\ / [23:16]
[47:40]

[31:24]\\\ // / [31:24]
[39:32]
[39:32]% [39:32]
// N\ [31:24]
[47:40] [47:40]
\ [23:16]

[55:48]// \ [55:48]

\ [15:8]
[63:56] [63:56]
\ [7:0]

BigEndianMT

~ of- of o oA of- of of- of
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* Practical Example: Multiple User Processes

S-mode OS time-multiplexes one physical hart to give the illusion of many
independent user-mode harts, each running an individual process.

These user-mode harts can’t corrupt each other or interact except
through OS calls.

Hence, a defective program with an infinite loop or read to a bad
memory location won’t crash other programs or steal their secret
information

The operating system periodically suspends the current user-mode hart,
loads in the state of the next hart, and starts running its process.

A supervisor-mode timer interrupt every 0.25-10 ms or so controls this

time multiplexing
* Often enough that the user perceives all processes running concurrently
* Infrequent enough that context switch overhead is minor

Core-Local Interruptor (CLINT) peripheral is programmed to generate a
supervisor-mode interrupt on the STimerlnt pin at the desired rate
*** NEEDS SSTC EXTENSION
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Supervisor Timer Interrupt

« MIDELEG.STI (bit5) =1 to delegate supervisor
timer interrupts to the S-mode OS
« WhenSTimerInt=1



